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Managing Digital Evidence
Introduction
The management of digital evidence needs management systems designed to manage enormous amounts of evidence quickly and creatively while concurrently planning and developing new capabilities (Granja & Rafael, 2017). Some of the key considerations to include in the plan are: 
Preservation and disposition: since firm proceedings sometimes continue for lengthy periods and the fact that the pieces of digital evidence need to be stored may be large; the firm needs to make considerations on how to long and how it plans to retain the digital evidence. For example, active archives would allow the firm to maintain the evidence in a less available state but still be retained. Deposition and preservation policies need to be discussed with prosecutors and law enforcement officers.
Storage: the frim need to estimate the amounts of storage required, evaluate between cloud and storage hardware, consider business continuity and requirements on recoveries after disasters (Granja & Rafael, 2017).
Formats and conversion: the firm can decide to approach the complicated issue of file formats by choosing to accept only a limited range of evidence.
Decentralization vs. centralization: the firm needs to determine on whether to have localized repositories or have a statewide repository of digital evidence.
The chain of custody: The firm needs to appraise mechanisms and protocols for the handling of digital evidence to eliminate the possibility of tampering.  
Infrastructure: the performance and cost issues serve to dictate the best solution for the tradeoffs between the use of networks to transfer digital evidence and the usage of local storage.
Access: the firm need to make determination on whether the digital evidence introduced into firm records will be treated as firm filings or exhibits, and make decisions on whether the evidence becomes subject to open rules and or statutes, and provide mechanisms for public access to the information as guaranteed under open records provisions of public access policies (Taylor et al., 2010).
Readiness: the firm needs to evaluate the state of technical infrastructures, the process of receiving the evidence, how much evidence is stored, retained, accesses and other aspects of readiness (Granja & Rafael, 2017).
Privacy: determinations need to be made on whether the digital evidence is in line with established policies, more so as redaction is time intensive.
Management of expectations: the firms need to put in place mechanism to manage the expectations of both the firm’s stakeholders and the public.
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